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1
Decision/action requested

This document proposes a Solution of Authentication, Authorization for AIoT devices with USIM.
2
References

[1] TR 33.713 “Study on security aspects of Ambient Internet of Things (AIoT) services in 5G”
3
Rationale

This document proposes a solution addressing the Key Issue #2: Authorization for 5G Ambient IoT services and Key issue #3: Privacy by protecting AIoT device identifiers.
4
Detailed proposal

Start of Change

6.Y
Solution #Y: Authentication, Authorization of AIoT devices with USIM on AIoT AS Layer
6.Y.1
Introduction
This solution is addressing the Key Issue #2: Authorization for 5G Ambient IoT services and Key issue #3: Privacy by protecting AIoT device identifiers.

Some solutions in 3GPP TR 23.700-13 [x] suggests the following simplified protocol stack for Ambient IoT as shown in Figure 6.Y.1-1:
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Figure 6.Y.1-1: Potential AIoT protocol stack
This new architecture provides a control plane delivery of commands and instructions towards the AIoT device from the corresponding AF in charge. Since NAS protocol is not supported and the AIoT devices have a low complexity, it is assumed that only EAP-AKA’ is supported and the non-3GPP access procedures can be reused, comparable to N5CW or AUN3 devices. With that concept it is possible to either to protect the messages between AIoT device and AIoT function, similar to untrusted access, or between AIoT device and AIoT Reader similar to trusted access. 

It is assumed that the AIoT device can use SUCI based on the presence of the USIM.

The security relationship is established between AIoT Device and the AIoT Reader, it is assumed that the communication between AIoT Reader and the AIoT Function is protected with NDS/IP. 
6.Y.2
Solution details
In this solution for adopting the trusted access principles, the AIoT Reader is taking the role as the TNAP and the AIoT Function the role as TWIF/TNGF and AMF.
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Figure 6.Y.2.2-1: AIoT Device authentication, authorization as trusted non-3GPP access

1. The AF is authenticated based on the mechanisms described in TS 33.501, e.g. TLS, a token based authorization mechanism or local configuration at the NEF. The AF subscribes for device information of authenticated AIoT devices. 

2. The AIoT device connects to an AIoT Reader as an access network. The AIoT device may be triggered by the AIoT Reader to send this message, e.g. based on the presence of a specific broadcast message from AIoT Reader.

3. The AIoT reader sends an L2 message with an EAP-Identity Request to the AIoT Device. This step may be part of step 5.

4. The AIoT device provide its unique AIoT Identity, e.g. SUCI or 5G-GUTI in an EAP-Identity Response to the AIoT Reader. The message may contain other information e.g. Device EPC.

5. The AIoT Reader selects a AIoT Function, e.g. based on the received realm, and sends an AAA request to the selected AIoT Function. The AIot Reader may include the received information from the AIoT Device, e.g. Device EPC, and the device location in the request.
6. The AIoT Function shall select an AUSF and sends Nausf_UEAuthentication_Authenticate Request message to the AUSF. The Nausf_UEAuthentication_Authenticate Request message contains SUCI or SUPI (in case of a valid 5G-GUTI is received by the AIoT Function acting as an AMF). The request message contains also an indication that the request is from an AIoT device.

7. The AUSF shall send Nudm_UEAuthentication_Get Request to the UDM including SUCI or SUPI and the AIoT indication. Upon reception of the Nudm_UEAuthentication_Get Request, the UDM shall invoke SIDF if a SUCI is received. SIDF shall de-conceal SUCI to gain SUPI before UDM can process the request. The UDM may select an authentication method based on the "realm" part of the SUPI, the AIoT device indicator, a combination of the "realm" part and the AIoT device indicator, or the UDM local policy. The UDM/ARPF shall first generate an authentication vector. The UDM shall subsequently send this transformed authentication vector AV' (RAND, AUTN, XRES, CK', IK') to the AUSF. The UDM shall also send the MSK indicator to the AUSF to indicate that the AIoT device does not support the 5G key hierarchy.
8. The AUSF shall send the EAP-Request/AKA'-Challenge message to the AIoT Function in a Nausf_UEAuthentication_Authenticate Response message. 
9. The AIoT Function shall transparently forward the EAP-Request/AKA'-Challenge message to the AIoT Reader in an AAA response message. 

10. The AIoT function forwards the EAP-Request/AKA’-Challenge message to the AIoT Device in a L2 message.

11. The AIoT device computes the authentication response message. 
12. The AIoT device shall send the EAP-Response/AKA'-Challenge message to the AIoT Reader in a Auth-Resp message on L2.
13. The AIoT Reader shall send the EAP-Response/AKA'-Challenge message to the AIoT Function in a AAA request message.

14. The AIoT Function shall transparently forward the EAP-Response/AKA'-Challenge message to the AUSF in Nausf_UEAuthentication_Authenticate Request message. 

15. The AUSF shall verify the message by comparing the XRES and RES. If successful, based on the MSK indicator received in step 11, the AUSF shall generate the MSK, the AUSF shall not generate the KAUSF. 

16. The AUSF shall send to the AIoT Function an Nausf_UEAuthentication_Authenticate Response message including the EAP-Success, the MSK, and the SUPI and if available the GPSI.

17. AIoT Function sends an EAP-Success to the AIoT Reader upon reception of the MSK, and the SUPI and if available the GPSI.

18. The AIoT Reader stores the MSK and forwards the EAP-Success to the AIoT Device in a L2 message.

19. The AIoT device derives the MSK in a similar way as the AUSF.

20. The AIoT Device and the AIoT Reader use the MSK for a secure connection setup to protect all upcoming messages. 

21. The AIoT function triggers a notification towards the AF with the subscribed device information of the authenticated AIoT device.
22. The AIoT Device may retrieve an IP configuration from the AIoT function e.g. with DHCP.
6.Y.3
Evaluation

The solution needs to be aligned with the final SA2 conclusions on the architecture.
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